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Andreas Stenhall COLIQO

= Ldsningsarkitekt och radgivare; fokus pa sakerhet, Windows 10/11, enhetshantering med
Endpoint Manager (Intune) i Microsoft 365.

= Microsoft MVP i 14 ar.
= Foreldsare pa TechEd USA/Europa, BUILD, TechDays m.m.

= Kursinstruktor och kursforfattare; Intune-based Windows 11/10 — Native cloud-only client
platform, Managing Windows 10/11 using Intune, Windows 11 What’s New, Get ready, Deploy
and Manage! and Windows 10/11 advanced troubleshooting and support.

= Twitter: @AndreasStenhall | LinkedIn: Andreas Stenhall | andreas.stenhall@coligo.se

Microsoft®
Most Valuable PRACTITIONER
Professional

CHANGE




Torbjorn Granheden
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= Ldsningsarkitekt och radgivare Modern Workplace @ Coligo
= MVP — Enterprise Mobility

= 23 ar som Microsoft Trainer MCT

= MCSE NT4

= Foreldsare pa AVDTechfest, Workplace Ninjas, TechDays, mm

= Twitter: @mrtbone_se | www.tbone.se | torbjorn.granheden@coligo.se

[T S Miicrosoft
Most Valuable CERTIFIED
Professional Trainer




Cornerstone
Agenda .

* Generella nyheter
 Deployment

« Windows 365 och AVD
« Anvandargranssnitt

« Klimat och energi
 Appar

- Management

« Sakerhet

* Known Issues

« Sammanfattning

En hel del demos!
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Generella Nyheter

- Update

Updates ava
Last checked: T

sws 11, version 22H2
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2022-10-19

En release per ar — pa hésten.
Dessutom 36 manaders support,

Allmant om man kér Windows Enterprise
eller Education. Annars 24
manaders support.



Nar ar det lage att uppgradera till Windows 11?

Tips:

Starta med Pilot

Utbildning for IT

Utbildning for slutanvandare
Bred Utrullning

Cornerstone
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Allmant

Ett nytt satt att kommunicera till
sina anvandare - via Intune. Public
preview kommer i november.

Task bar, toast notification eller Get
started-appen.

@ P EQ «€CO
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Foljande ar grundkraven:

* X064 eller ARMG4-baserad processor
« 4GB RAM
* 64GB disk
Hardvaru krav » Grafikkort: DirectX 12-kompatibelt.
« UEFI
* SecureBoot
* "EN modern processor”
« TPM 2.0

« Kraven galler aven virtuella Windows
11-datorer.
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Kolla
ompati-
iliteten?

1. PC Health Check — enstaka dator (g
foretagshanterade datorer)

() This PC meets Windows 11 requirements

Great news — Windows 11 is free and coming soon! Check device
specifications for apps and features that exceed minimum system
requirements and Windows 10 features that aren't available in
Windows 11.

ITICIE 1> aLIEaSL 4 JD U1 SYSLEIn memory (nNAmi).
System memory: 24 GB

The system disk is 64 GB or larger.
System storage: 1000 GB

The processor has two or more cores.
Processor cores: 6

The processor clock speed is 1 GHz or faster.
Clock speed: 3.7 GHz

Hide all results Device specifications
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1

Kolla
kompati-
biliteten?

2. Intune / Microsoft Endpoint
Manager admin center > Reports >
Endpoint Analytics > Work from
anywhere och klicka pa Windows.
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Microsoft Endpoint Manager admin center

R B b @ 0E L

Home >

- Endpoint analytics | Work from anywhere (preview)

Emdpoint analytics

L Search (Crrl+)

Overview  Windows  Cloud identity  Cloud mansgement  Cloud provisioning

() Cwerview

& Setiings ) This report will replace Recommended software soon. We've improved insights and scores 10 help you delin

Regrorts Thie ability for your employess 1o work from aywhere and be productive is essential in today's workd, This
offers inssghts on how prepaned your workborce 8 to be productive from anywhene, Ressew your score and
B sanup performance compares to the selected bassline. Refer to the insights and recommendations to leam how te improwe yo

n P . o Learm mode aboail the Work Iroim anywihede repodt,
roactive remediationg

H FRecommended software

Wark from ampwhere score (0 ]
|

Apphication reliabdling

Work from anpahere [prosview) work From sk Wi | Tunelrs; [

=]

=]

B Fecourcs performance (preview) | 76
EH Remoting connection (preview)

Score categories
Capability Soore
Wihinsdlawas (5
'

leud identiny (1)

Clowd mbnadgement 0

~ =
Cloiid r:||:|'.-|l' &l i) L}

ﬂ Easelines aren’t availabhe for work from anywhere scores when the All orgonineions (medior) baseline is selecn

Windows by

Capabilitses that enabde iers 1o work from anyahers

@ 50% of your Windows devices meet the hardware requirements for Windows 11

Windows 11 prowsdes a refreshad U and a new set of beatures. Learn mare

Deveoe stalus Mumber af devices

L 14455

Mirets hardware requirements

ﬂ Windows 11 hardware readiness ingights do not impact your Work from anywhers soore.,

Top hardware blockers Percent of nnn-up-gladtd devices that do not m...
TP |d|n||:|'

TPHA 1658

B0

L 2738
==
|

System lirmwane

RAM | 0.76
CPU balness 0.25
CPY cores n22
Starage 021
05 wersion DLy

CPU speed .00
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Kolla 3. PowerShell!

kompati-
bilitegen? https://aka.ms/HWReadinessScript

Caption : ARMv8 (64-bit) Family 8 Model 805 Revision DOE
DeviceID : CPUO

Manufacturer : Qualcomm Technologies Inc
MaxClockSpeed 1 2995

Name : Microsoft sQl @ 3.0 GHz

socketDesignation : Qualcomm

LI T

{"returncode™:0, "returnReason":"" ,"logging":"Storage: 0SDiskSize=476GB. PASS; Memory: System_Memory=16GB. PASS; TPM: TPMVersion=2.0, 0, 1.38.
PASS; Processor: {Addresswidth=64; MaxClockspeed=2995; NumberofLogicalcCores=8; Manufacturer=qQualcomm Technologies Inc; Caption=ARMv8 (64-bit)
Family 8 Model 805 Revision DOE; }. PASS; SecureBoot: Capable. PASS; ","returnResult":"CAPABLE"}



https://aka.ms/HWReadinessScript
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Kolla
kompati-
biliteten?

Windows feature update device readiness report (Preview)

== Columns

\l/ Export

Report generated on: 2022-10-15 22:50:54

Low risk
0 devices Target OS Windows 11 - version 21H2
Medium risk Select target OS  Unselect filter
0 devices
High risk Scope (Tags) Default
0 devices Select scope tag  Unselect filter
Replace devis
2 7 place detice Ownership ‘ All 4 |
2 devices
DEVICES
Upgradied Readiness status ‘ All ' |
25 devices
Unknown
Odricn [ Geeean | |
Total
27 devices
A Search by device name, Intune device ID or Azure AD device ID |
Showing 1 to 27 of 27 records < Previous ’ Page | 1TV |of1 | Next > ’

Device Name T

Manufacturer T
HP

Microsoft Corporation
Dell Inc.

Microsoft Corporation

Dell Inc.

Model Ty

HP ZBook Studio 15.6 ...

Cloud PC Enterprise 2v...

XPS 13 9310
Surface Laptop 4

Precision 5520

OS Version Ty
10.0.22000.978
10.0.22621.521
10.0.22000.1098
10.0.22000.978

10.0.19044.2006

Readiness status T,

Upgraded
Upgraded
Upgraded
Upgraded

Replace device

Sys req issues

Processor family

App issues T

0

Driver issues T
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Windows feature update compatibility risks report (Preview) - X

== Columns i/ Export

o Use of this report requires specific Windows licensing. Learn more about prerequisites.

KO I I a Report generated on: 2022-10-15 22:54:08
Low risk

® 0 assets Target OS Windows 11 - version 21H2
Medium risk Select target OS  Unselect filter
o m a I - 2 e
3
High rsk Asset Type l All I
t:
® ® 0 asets Risk status I All v I
I I t e t e n 2.
2 assets
(]

Generate again ‘ Cancel

P Search by asset name or asset vendor I

Showing 1 to 2 of 2 records < Previous ’ Page l 1 v I of 1 ‘ Next > |
Asset type T Asset name T} Asset vendor Ty Asset version Ty Affected devices T Risk status T Issue
Other Intel Bluetooth Intel 1 Medium risk Application is removed d...

Other Logitech Download Assist... Logitech 1 Medium risk Application is removed d...
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Windows 11 22H2 Release Health

https://learn.microsoft.com/en-us/windows/release-
health/status-windows-11-22h2

SafeGuard Hold
HKLM\SOFTWARE\Microsoft\Windows

NT\CurrentVersion\AppCompatFlags\TargetVersion
SafeG Ua rd UpgradeExperiencelndicators\NI22H2 =

HOIdS? GatedBlockID

AppName

PLAYERUNKNOWNS BATTLEGROUNDS (Wu Offer Block) 39422774 GatedBlock
Dell devices with DW5820 WwWAN module 41162607 GatedBlock
Dell Thunderbolt on XPS 13 7398 (Sv1) 36123593 GatedBlock
Dell Thunderbolt on XPS 13 7390 (SV2) 41163265 GatedBlock
Devices with printer using Microsoft IPP Class Driver (Wu Offer Block) 41332279 GatedBlock
HONOR devices with Nahimic Audio 41298788 GatedBlock
HP commercial devices with AMD Barcelo platform issues with MSC 41341219 GatedBlock
IcePower Audio 41298808 GatedBlock
Intel IntcAudioBus.sys (SV1) 36899911 GatedBlock
Intel IntcAudioBus.sys (SV2) 41291788 GatedBlock
Intel IntcOED.sys (SV1) 36899875 GatedBlock
Intel IntcOED.sys (SV2) 41291773 GatedBlock
Lenovo AMD devices that bugcheck during power transition 38573475 GatedBlock
Lenovo Rigel device 37682047 GatedBlock
Microsoft Teams Room (Wu Offer Block) - 21H1 32490461 GatedBlock
Secure Launch data not migrated on Icelake(Client), TigerLake, AlderLake devices (Wu Offer Block) 406670845 GatedBlock
SQL Server unusable with Samsung drives (Wu Offer Block) 37395288 GatedBlock
Test - Gated Block entry GatedBlock
Troubleshooter - Engineer-Initiated Test 31295299 GatedBlock
Troubleshooter - System-Initiated Test Async 32379233 GatedBlock

Fran AdamGrossTX pa Twitter.


https://learn.microsoft.com/en-us/windows/release-health/status-windows-11-22h2

Deployment

colino
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Deployment

* “Major upgrade” — dvs inget
“enablement package”

» Uppgraderas som vanligt via:
 Windows Update
 Windows Update for Business
« WSUS
« SCCM eller tredjepartsverktyg

* MDT

« https://learn.microsoft.com/en-
us/mem/configmgr/mdt/known-issues

« EXTRA: Domain join efter oktober-
patcharna


https://learn.microsoft.com/en-us/mem/configmgr/mdt/known-issues

2022-10-19 19

Deployment

e Windows 11 Pro kraver
internetanslutning = MS-konto
eller arbets-/skolkonto

e Installationsmedia innehaller
Vmware-drivrutinerna VMware
PVSCSI| och VMXNETZ3

» https://corevmware.com/blog/wind
ows-11-inbox-vmware-drivers



https://core.vmware.com/blog/windows-11-inbox-vmware-drivers
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Deployment

« PowerShell for att hantera sprak
* |nstall-Language
« Get-InstalledLanguage
« Get-SystemPreferredUlLanguage
« Set-PreferredLanguage

« Med flera...

() EM administrator: Windows Pow: X +

C:\Users\andre> Get-InstalledLanguage

Language Language Packs Language Features

LpCab, LXP
en-Uus LpCab

PS C:\Users\andre> §|

BasicTyping, Handwriting, OCR
BasicTyping, Handwriting, Speech, TextToSpeech, OCR
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Optimerade
Uppdateringar

Snabbare, Mindre och optimerade
uppdateringar

ING
INO

< X L <L

INO

inskad nedladdning: ~450MB /14%

re diskutrymme: ~399MB / 8%
re diskbelastning ~849MB or 11%
re avbrott ~21%

« 435 | XP borttagna

https://techcommunity.microsoft.com/t5/windows-it-pro-

blog /faster-smaller-windows-11-version-22h2-update-
fundamentals/ba-p/3631894



https://techcommunity.microsoft.com/t5/windows-it-pro-blog/faster-smaller-windows-11-version-22h2-update-fundamentals/ba-p/3631894
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Deployment

Update Compliance workbooks ersatter Analytics-
versionen Update Compliance. Hybrid eller Azure AD

Join kravs.

Aktivera via admin.microsoft.com > Health > Software
updates.

Update Compliance (Preview)

Use Update Compliance to check the progress of Windows update deployments and report on devices with compliance issues. This data is updated every 24 hours. Last updated: 10/17/2022

Overview Quality updates Feature updates

The Feature Updates workbook provides information about the status of feature updates across all devices.

Devices count Feature update status End of Service MNearing EOS Active alerts
DE.\IICE—S [ot_mt Featgrt— Update Status € No devices that are out of service Ne.ar to end .Df. support Active alerts
Devices taking festure updste InSarvice Ending support within & months = having alerts

1 © 28 A 1 02

Update status ~ Device status

Target version Safeguard holds Update alerts

Enror

2

Windows 11, version 22HZ

2

Windows 11, version 22H2

‘ Windows 11, version 21H2
‘Windows 10, version 21H2

2

16




Welcome, Torbjérn Granheden (Cc

Quick actions

Take the tour

Skipped the tour? Take it to get familiar

Your Cloud PCs

Windows 365 & AVD

Mr-Thone’s CloudPC

Last connected 5 days ago
2vCPU

8 GB RAM

128 GB Storage

[Z Connect

colino



 Windows 11 22H2 images
 Trusted Launch

* Autentisering —
SSO/Passwordless
e Pa G for AVD
e Finns for Windows 365



* Printer | anvandarens profil
* Printer | roaming profile

» SOkning efter lokal printer sker |
anslutande enhets plats

e KNnown Issuel
e Printer tas bort fran alla!
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P

Connecting to your Cloud PC




Anvandargranssnittet

o More pins (_) Default

&, Show recently added apps

L7  Show most used apps

ecently opened items in Start, Jump Lists, and File

colino



* Forbattringar for aktivitetsfaltet — Drag and drop

« Gruppering av appar | startmenyn +
anpassningsmojligheter

* Focus assist => Do not disturb + fler installningar
» Task Manager / Aktivitetshanteraren

 Live caption - Diktering av text | Windows
 Snap har nu siffror + bar | dverkant

» Dela fonster i Teams via Taskbar.

* Voice access Settings > Accessibility > Speech



DEMO

Smatt och gott i granssnittet

" Y

=
vy | WA
= -~ Il

Cornerstone



 Flikar

* Favoriter

* SOk

- Oppna med

« Onedrive Integrering
* Nearby sharing



DEMO

File Explorer

Flikar
Favoriter
Sok

Oppha med

Onedrive integrering 4 E \‘ k=

: I
Nearby sharing b ‘- \ ‘-

Cornerstone
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Snabb-
genvagar

Tangentbordskombinationer

Windows key + Alt + K

Vad gor den

Mute:ar mikrofonen

Windows key + Ctrl + L

Live captions — textar det som sags i videos eller nar du
pratar

Windows + Z (+ numbers)

Snap

Ctrl + Shift + C

Kopierar sokvéagen till den fil du har markerat

Ctrl+T Ny Tab i File Explorer

Ctrl + W Stang Tab i File Explorer

Alt + E Taskmanager — Avsluta vald process

Alt + N Taskmanager — Oppna ny process

Alt +V Taskmanager — Stang av eller sétt pa Efficiency Mode




Klimat och Energi % battery

Battery levels

100%

"l

10:00

brightness is set to High, which uses more power than usua

e brightness
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Klimat och
energi

Windows Update

m You're up to date
u Last checked: Today, 10:32

More options

|] I] Pause updates

@ Update history

% Advanced options
Delivery cptimization, optional updates, active hours, other update settings

ooe  Windows Insider Program
Get preview builds of Windows to share feedback on new features and updates

] Windows Update is committed to helping reduce carbon emissions. Learn more

@ Gethelp

& Give feedback

Check for updates

Pause for 1 week

R
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Klimat och
energi

am South Central Sweden (Sweden)
October 18, 2022 at 7:00 PM

100% 61%

Low-carbon Renewable

Carbon
Intensity
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Klimat och
energi

System > Power

®@ The period of time when your screen turns off and device goes to sleep are different, which uses more power and
results in higher carbon emissions.

%) Make both times the same

g

Screen and sleep
When plugged in, turn off my screen after 3 minutes
When plugged in, put my device to sleep after 10 minutes

@; Power consumption and carbon emissions
Learn how choosing efficient power settings can help you use less energy, improve battery life, and reduce carben impact
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Klimat och
energi

System > Power & battery

18% ©

Time until fully charged: 44min

© Your screen brightness is set to High, which uses more power than usual and increases carbon emissions.

Y Lower the brightness

37
Battery levels View detailed info
P 9
100%
50%
| UUUHUOOOO@OOOCc-|ooocoo|
10:00 16:00 22:00 04:00 10:00
X



Appar

‘review

Agprare Provivn” £ 4

priame
video

Amuaccn Proms Video Luminer & Cigchamp

hhwhy AAhARn aeant



€ Settings

P vier oo Accounts > Family

. . m_lab@outlook.com

Appar (och Applikationer) . @ e . ;

Manage family safety settings, see family activity, and more

B System ]
2

Bluetooth & devices

Network & internet ﬁ ’ ‘ ‘

* Clipchamp

B N\ 4 ©

 Family Safety L2 "

@

Time & language

 Phone Link

* Accessibility

J Privacy & security

@ Windows Update

$40120

&« App limits

<  Content Filters = Your family

Apps and games ’
i el fest 5
- Filter by age tRJ)
+0 K il g
LAST 7 DAYS ; . 91 ) -
3 2t h 5 fer : .
Always allowed - ==
Screen time Minecsaft, Xhex, Skype, Office HALLER Lak >
Schedule 5
A Never allowed
15 h 55 min o Mixer, Youtube, Tiktok
Dety véroge 3 h 24 min Days of the week  Weekdays =
. From  6:00 AM Web and search % S
. . . . . . o 10:00PM
' ' ' ' : _ 0 p Momingside
h Fe Sa Su Mo T Ve =
W " »
-??rvc{a‘dm . vmdows Xt:ox . Always allowed
i 'my.org, +2 others
U St
Apps and games See al Neve_r‘allowed =
reddit.cs be.com ' .
Most used apps

REMOVE LIMIT

-+ ADD A PLACE




* Ny design

* Open App Store Principles

* Microsoft Store Ads

- Aterstall dina appar pa ny enhet

 Windows Store For Business
e Extra license — Intune Premium

APPIova
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Android
apps

* AMazon app store
« 20,000 appar och spel

» 8GB RAM /16GB rek
 CPU med Virtualisering
« Amazon konto

* Snart 31 l[ander

*Andorra
*Austria
*Belgium
*France
Germany
*Gibraltar
*Guernsey
Ireland

*|sle of Man
*|taly

*Japan

JJersey
sLiechtenstein
-Luxembourg
Monaco

*San Marino
*Spain
*Switzerland
*United Kingdom
*United States
Vatican City/Holy See



Winget.exe blir universellt satt att installera alla
typer av applikationer i Windows oavsett format:
EXE, MSI, MSIX, PWA m.m.

“‘winget.exe install Microsoft.Teams”

Repositories — publikt eller internt

NYTT: 1.4 - Installera fran zip
NYTT: Native in PowerShell 6/7
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Portrait Blur

, \

Automatic Framing

2l

4

Surface b
22H2 o

Eye Contact

2
e

| ol
o R |
0

|

0 s/ "
/. N
: A :
£ R
7 .
= a‘ 2

- T T

Surface Pro 9 Microsoft SQ3 - Neural Processing Unit (NPU) Optimized for Al
Portrait blur - Automatic framing - Eye contact - Voice Focus



DEMO

Appar (och Applikationer)

@ x>

v -

)
v
e L/ r

Cornerstone



Management

ected by torbjorn.granhed?t

nnected to Coligo AB's Azure AD

Managed by Coligo AB

Disconnect this account

links Manage your account
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Management

 Massor med nya installningar via MDM
 https://learn.microsoft.com/en-us/windows/client-

management/new-in-windows-mdm-enrollment-
Management

 Massor med nya installningar via GPO
 https://Mww.microsoft.com/en-
us/download/details.aspx?id=104594

 Exempel: Ta bort alla Windows Update-
notifieringar under Active hours.



https://learn.microsoft.com/en-us/windows/client-management/new-in-windows-mdm-enrollment-management
https://www.microsoft.com/en-us/download/details.aspx?id=104594

am Windows OS
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Sakerhet

 Windows Hello for Business
Cloud Trust! Nu General
Availability sedan Ignite.

* Forenklar Windows Hello for
Business enormt mycket

e Pluton

* En kryptoprocessor inbyggd | en
enhets vanliga processor.
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« Sakerhetsnivan hojs — detta ar nu
standard:

 Credential Guard.

* Hypervisor-protected code integrity (HVCI)
(Memory integrity) pa som standard.

 Microsoft vulnerable driver blocklist.

« Security baseline for 22H2, exempel:

Kernel Mode Hardware Enforced Stack Protection
Disable NetBIOS name resolution on public networks
Configure DNS over HTTPS (DoH) hame resolution
Enhanced Phishing Protection

+ mer

https://techcommunity.microsoft.com/t5/microsoft-
security-baselines/windows-11-version-22h2-security-
baseline/ba-p/3632520

Sakerhet



https://techcommunity.microsoft.com/t5/microsoft-security-baselines/windows-11-version-22h2-security-baseline/ba-p/3632520
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Sakerhet

* Smart App Control — ApplLocker pa
Steroider
« Aktiveras i loggningslage som standard.

« Endast pa nyinstallerade eller resettade
datorer — kan inte aktiveras pa uppgraderade
datorer.

e ciltool.exe



2022-10-19

51

Sakerhet

» Config Lock (introduced in 21H2)

* Smart card authentication direkt mot
Azure AD — inget mer ADFS!

 Endpoint Privilege Management

 Authentication Strength | CA-ramverket
 FIDO2 eller WHTB

 SmartScreen Enhanced Anti-phising



2022-10-19

52

Sakerhet

Windows Security
Password reuse is a security risk
Your organization prefers that you use strong, unigque passwords to keep your

information safe. If your password is stolen from this site, attackers can use it to
break into your work or schoel account 1o,

Your organization recommends changing your work or school password

Why am | seeing this?

Change my pa . Got it

Windows Security

It’s unsafe to store your password in this app

Your organization considers it unsafe to store your password in this app and
recommends removing your password from this file,

Learn more about securing your passwords

Got it

Windows Security
This app made an unsafe connection that was
reported to Microsoft for stealing passwords

Your organization recommends changing your work or school password to
keep your account safe,

Why am | seeing this?

Change my password Got it



DEMO

Sakerhet
Smart App Control
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Known Issues

colino



» Always On VPN still buggy
* RDP connect and reconnect

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows NT\Terminal
Services\Client\fClientDisableUDP DWORD T

e Telia TouchPoint

* Release Health
* Printing
« Provisioning packages



https://aka.ms/commands

shutdown.exe /r [fw /[t O



https://aka.ms/commands

* En hel del nyheter, bade pa ytan
Sammanfattning mMen aven under ytan.

* BOrja utvardera — idag!




Tack

Tips pa vidareutveckling:

[T2265] - Windows 11 - What's New, Get ready,
Deploy and Manage!

[T2267] - Intune-based Windows 11 — Native cloud-
only client platform

[T2264] - Microsoft Multi-Factor Authentication and
Conditional Access

[T2269] - Manage Windows 10/11 using Intune

[T2261] - Windows 10/11 Advanced troubleshooting
and supporting

Cornerstone Andreas Stenhall
- andreas.stenhall@coligo.se
info@cornerstone.se @AndreasStenhall

www.cornerstone.se

Torbjorn Granheden
torbjorn.granheden@coligo.se

@MrTbone_se
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